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~R2AD Cloud Computing Research Overview

- R2AD is a contractor, supporting the DISA Office of the CTO,
R2AD monitors and participates in:

— NIST NIST $IEEE OASISHY
— Academia oo h L
— SDOs (details below) openGidrorun  SNIA. 5|

— Consortia and Industry Events (i.e.; Cloud Expo/Camp)

« Fostering beneficial cloud computing specifications

— These specifications, if adopted by a wide development community,
become standards

« Participating in a variety of cloud organizations

Android
— Open Grid Forum (OGF) Cloud
« Open Cloud Computing Interface (OCCI) > Ma”g?:::em
— Storage Network Industry Association (SNIA) (OCCI+CDMI)
* Cloud Data Management Interface (CDMI)

— National Institute of Standards and Technology (NIST)
« Document definition and roadmap of cloud standards

— Organization for the Advancement of Structured Information Standards
(OASIS)

» Cloud Application Management for Platforms (CAMP)
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~R2AD NIST Govt Cloud Computing Effort

NIST FY12 Cloud Computing documents

— Standards Roadmap http://www.nist.gov/itl/cloud/index.cfm
— Reference Architecture www.cio.gov/documents/Federal-Cloud-COmputing-Strategy.pdf

— Inventory of Standards Relevant to Cloud Computing

Public Working Groups continue to collaborate into FY13 in all the
working groups though the most active recently have been:

 Security o — | B
¢ Taxonomy = =0 _,:_: ,: NIST Architecture
. Federated Clouds sl | petals nextsiide

 Reference Architecture

Plans to continue developing, fostering and collaborating cloud
computing technologies utilization throughout FY13
Cloud computing model definition has evolved
— Though it remains based on a central cloud technology
— We recommend advances to not be tied to *aaS model
SAJAAC re-constituted
— Standards Acceleration to Jump-Start Adoption of Cloud Computing

Copyright © 2013, R2AD, LLC.
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S~R2AD NIST CC Reference Architecture v2
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~R2AD Standards Development Organizations

 Open Grid Forum (OGF)

— Open Cloud Computing Interface (OCCI) specifications

« JSON rendering nearly complete. Next focus would be
PaaS/Broker/Messaging.

— Specifications: http://occi-wg.org/about/specification/

« The OCCI OpenStack implementation is now available on
StackForge, OpenStack's 3rd party and related repository:
— http://occi-wg.org/tag/ogf/

OGF #39 will be in Madrid,
Spain as part of
Cloud Interoperability Week!

OCCI Implementations Link

ot Organizational
Members

Copyright © 2013, R2AD, LLC.
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SR2AD OCCI Overview oggdf

OPEN FORUM | OPEN STANDARDS

RESTful API for Service Management (laaS and more)

consisting of 3 parts (OGF proposed recommendations)
Core — defines the OCCI model, a power ReSTful model for resource management

Rendering — defines RESTful rendering using text/plain or text/occi
(JSON and XML in next version)

Infrastructure — defines l1aaS resource parameters

Compute, Storage, Network

easily extendible by

Second draft series

linking to new or external objects and services October 2010 il
Use Case and =
adding new attributes to existing objects Requirements o @
Document - @ )
erXibIe API Januarv 2010 P ) @ -»-_“7”»'—_4_47 pa——
active development and existing implementations - S March 2010 April 2011
P “" First drafts of the Final versions of the
. Specificati i specification
— / 7 pecification series
« HTTP_Header Fields to Express Category i
L |+ Attributes
S | »+ Categories /.~ March 2009
g e Links _ T Founded as CAPI
It desired, same rendering can Slide derived from, with permission:
% be in the Body .
_8 Resource Florian Feldhaus, TU Dortmund
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~R2AD Standards Development Organizations

« Storage Network Industry Association (SNIA

— Cloud Data Management Interface (CDMI)

 Management of data and storage
— http://www.snia.org/cdmi

e |[SO standard: Oct 2012

About Us Alliances SNIA International FAQ Contact Us Iember Login . :n

B
SNIA is also SNIA. 16 ind Information Tochni
p artl CI patl n g I n Home Education Media Events Technology Communities Member Community Technology Center join SNIA

C I O u d Social and MultiMedia
Interoperabl I |ty Standards Portfolio |

Cloud Data Marllagement n

W k | Interface (CDMI) —
e e H ‘ S D C "1 Gain more in-depth knowledge on CDMI at the Videos Webcasts
"

Content-Aware Storage API upcoming Storage Developer Conference,
A

(XAM) e o Santa Clara, CA, September 17-20, 2012.
http://www.cloudplugfest.org/
H HR Disk Drive Format (DDF)
ClOUd'|nteroperabllltv-week A The Cloud Data Management Interface defines the functional interface that
Emerald Power Efficiency applications will use to create, retrieve, update and delete data elements from the
Measurement Specification Cloud. As part of this interface the client will be able to discover the capabilities of the

cloud storage offering and use this interface to manage containers and the data that

iSCSI Management (IMA) is placed in them. In addition, metadata can be set on containers and their contained
[‘ data elements through this interface.

MultiPath Management Login
(MMA) This interface is also used by administrative and management applications to

CloudPlu g Fest . manage containers, accounts, security access and monitering/billing information,
Solid State Storage (SSS) even for storage that is accessible by other protocols. The capabilities of the

Performance Test ; g
Specification (PTS) underlying storage and data services are exposed so that clients can understand the

J Al offering.
t
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~R2AD

CDMI Overview

b
SNIA

Cloud Storage Initiative

RESTful API for Cloud Data Management

developed by SNIA
Standardize Access:

object storage

support for legacy storage
NFS, CIFS and WebDAV

containers for grouping
metadata

search

simple management

Implementations:

* NetApp’s StorageGRID
* Mezeo

* And others

Clients acting in the role of using a Data Storage Interface
Chenis can be inthe
doud or enterpeise and
provide addtional
services (computing,

data, etc.) Object sweage Clent XA Chert
} YAMVIN BT
cowl Database Table Client
Block Storage Client  File systam Client SHIA Cloud
Data
Management ;
Interface MuRtiple, Proprietary Interfaces
iSCSI, FC ,FCoE
LUNs, Targsts
Management of the
Cloud Storage can be
standalone or part of
the overal

managemert of your ‘,/
cloud computing 7 "

/; \ SNIAChud Data
Management
Intestace (CD

DatafStorage Management Chent

Clients acting in the
role of Managing Data/
Storage

Slide derived from, with permission:

Florian Feldhaus, TU Dortmund
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~R2AD RESTful Data Virtualization Layer

* Cloud Data Management Interface (CDMI)

— A specification from Storage Network Industry Association (SNIA) which addresses the need for a
standardized access layer to object data as a cloud service. CDMI includes support for metadata and

querying.

« Data Location Transparency as an Enterprise Information Service
— Using CDMI “could” decouples data sources from data consumers in a standard based manner
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~R2AD  Standards Development Organizations

 Organization for the Advancement of
Structured Information Standards (OASIS)

— Cloud Application Management for Platforms (CAMP)

« Define the interoperability standard for managing
applications in Platforms as a Service (PaaS)

environments
 http://www.0asis-open.org/committees/camp/

OASIS . : .
":.::.:;‘:'":.:::::.::?‘:::;"';;:';":;m.. S CAMP is being worked actively — next

3 Face2Face is in 2 weeks (Texas).

e mmm s nos CAMP will help standardize PaaS

oo g e » S Provisioning through the management of

pirios e “Assemblies”

It can be managed by OCCI as well and
can use CDMI to store application suites.
We participate in the CAMP Technical
Committee teleconferences.

Copyright © 2013, R2AD, LLC.
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~R2AD Standards Development Organizations

* Distributed Management Task Force (DMTF)

— Cloud Infrastructure Management Interface (CIMI)
specification
« CIMIis an Infrastructure as a Service (laaS) management
interface

— Open Virtualization Format (OVF)

« Supports the export/import and distribution of virtual
machines

« Great for template/base VM distribution

* http://www.dmtf.org/standards/ovf
— More details on next slide

Old, but relevant: http://community.ca.com/blogs/cloud/archive/2011/09/28/dmtf-releases-cloud-management-work-in-progress.aspx

Copyright © 2013, R2AD, LLC.
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~R2AD OVF: VM Interoperability/Portability [ENIEN

« VMs can be distributed in OVF format
— OVF is a Distributed Management Task Force (DMTF) standard

* Most hypervisors have conversion tools to import/export from/to this standard

— VMware:
» vCenter Converter Tool
. OVF TOO|S VirtualBox Red Hat Enterprise Virtualization
- Oracle s wendar - RedHat : wendar
¢ Import/Export Feature Of prOdUCt - DI, others : disk__fcurr_’nat - raw,gqoow? | disk_format
— XEN: - ¥hoxmanage : migration + savefload() : migration

« XenConvert \ f
— Hyper—V Parallels Hyper W/System Center

. . - Parallels : vendor - licrosoft - vendor
» Virtual Machine Manager (VMM) (ref) “HDD : disk format *— WHD  disk_format

—_ VirtuaIBOX + Transporterd : tool + HWMO - migration
« Can open VMDK files with Virtual Disk Manager X
* gemu-img tool
q J xon Vsphere Virtual Machine Disk Format (WYMDE)
— Linux; - Citrix: vendor - Whiware : wendar virtual Hard Disk (vHD)
* - XA disk_farmat -VMDK:disk._fnrrlnat irtual Disk Interface (WDI)
¢ qemu'img + Hen OVF Wizard() : tool - Vmotion : migration Current Planned
+ ProjectKensho( - tool +yCenter Comwerter() itool | | —  —------
— RedHat:
* virt-V2V Tool
— Oracle VM:

« Package the VM as OVA, Import it to VM Manager as an assembly, Create template and clone/deploy

* NIST VM Portability White Paper
— http://collaborate.nist.gov/twiki-cloud-computing/bin/view/CloudComputing/SAJACCVMPortability

« Commercial Options available too, i.e., Racemi Cloud Path

Copyright © 2013, R2AD, LLC.
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~R2AD Standards/Open Cloud Brokers....

Cloud Broker Technical Overview

Cloud Broker
QOO Cloud < Inter-Cloud Cloud QOO
<< Cloud Provider Provider Cloud \>>

(aas ) pass | ‘seas ) (laas )( paas | seas |

[ Web I Data ] [ Web I Data ]
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~SR2AD Example Cloud Broker Implementation

Ul IDULTIVICUI ie

3. Manifest based provisioning performed by the
ACCORDS Broker working in cooperation with the

CompatibleOne Placement Service (COPS), and A bro ker can ta | k to
2. Validated and processed by the ACCORDS Parser provisioning components, PROCCI (Proxy OCCI)
more than one cloud
provider. OCCI can be
coPs coees . .
i sz used to bind everything.
PARSER
coomas Lo coms Brokers can help
sl prevent vendor lock-in
coners S as well.
Publisher
HTTP/REST/OCC MANIFEST COSS  CORDS CONTRACT | | HTTR/REST/OCT) acowts
| Pubinter
Comans o o e
Proctl Posk 2o
o \J '
Accpndy '
Integrators Erchar 2 Conad Presed . -
SERVICE o - . e %om a
s PROCCI Procel M e openstack
SLAM :
Opanstack Provickrs Opsanatata '
Prosd Procct - Avvaeds
Ao o Moo
Procel
1. CompatibleOne Request Description System (CORDS) 4. heterogeneous provider platforms are engaged for the

deployment of the applications and hardware required to
satisfy the configuration as described by the manifest

http://compatibleone.org/
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~R2AD Compatible One

« CompatibleOne (CO)

— Open Source Cloud technical
Brokerage prototype

 Full technical broker
Implementation in C++

* Developed primarily by France,
however Intel and others are
taking an interest

« Supports many cloud providers
already: Amazon, Azure,
OpenStack, Rackspace®, othe

— Maps to NIST model
— OW2 & OGF supporting CO

* OCCl is used extensively
 CDMI, WS-Agreement, others

- more details...

,",—= - =T N TR
J ?/ Yot Proatine ‘d’ o Broker o
{ Cloud Bookm v o 3red poets
Catmanal ! Aot Shitbve Placement Service % rope
] ‘ = ” PROCC! =~ctie: conyosi negosase
b—o = =2
| hastinoy ‘ — - -
T | = I e
: L n-u-—.\- [
Ik § \m‘ Broker PROCCI |10 A
"“-w & D Xl (‘1 " ! Pmb‘"fyd M » Uy . il
et T L
"hqt:f““‘ ‘—'b - coous jas bedng and 2
Ny LN At AN e ‘l'
PR CoRDS
il N PROCCI |
R ) : | 0
| W L -
A\ e AV Security Servi
f— mu\«m ) -
- « 1Y M. Momlg Service
I ‘
[ T —
-
- — SLA Manoger
e "
owz
o
IS OpenGrid For um gwa ==
OPEN FORUM | OPEN STANDARDS ‘g " .
—— bunty
¢ Opon Sour Al 108 lnrin-
talen
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-----

News: COAPS: CompatibleOne
Application and Platform Service
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~R2AD Standards Based Mobile Client

Implemented demo mobile application to allow management of storage and
Infrastructure (VMSs) via standards.

HTML

Cloud
Data &
Services

Teleclient® ™

SaasS
RESTful Invocations
. . ForExample:

‘\' Cloud Data
SQlite Cache v Management Interface (CDMI)
Android, iPhones, Blackberries, etc. Open Cloud Computing
(multi-core, lots of RAM, multi-sensor) ™. Interface (OCCI)
Powerful COMPUTERS! T
e §

Next PIugFest: J uIy 2013 and then Sept 2013 Cloud Services built using Paas$ or traditional and
http://www.cloudplugfest.org

hosted via laaS. Demo Concept: Gary Mazzaferro
R2AD playground: http://r2ad.net

Teleclient is a registered trademark of R2AD, LLC. All Rights Reserved. Copyright © 2013, R2AD, LLC.
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SR2AD Demo Time...

 Basic OCCI query App

 Connects with
CompatibleOne and
others....

 See demo video
posted: http://r2ad.net
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~R2AD Standards.....not Silos!

Brainstorming session....White Board

Replication Broker
P o OSSM Ambient
Billing
Monitor : _ Management
identity  Archives Big Data |
Audit
Protocol Mediation Transport
ReSTful Logging
Repository iV es Synchronization
Standards Instead of Cloud Silos!
Distributed Computin Provisionin
istribu puting NoSQL g
OSSM (awesome) Map/Reduce Configuration
Security Service .
Web Platform JSON bata Store 4 Virtual
N Privacy Streaming
Availability Presentation .
: Load Balance Analysis
Encryption ~ SeMantes Encryption High Availability
High Availability Migration
Standards Federated

Authorization  Single Sign-on
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